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ABSTRACT

Theimmensecrimeratesresultingfromusingpistolshaveledgovernmentstoseeksolutionstodeal
withsuchterroristincidents.Theseincidentshaveanegativeimpactonpublicsecurityandcause
panicamongcitizens.Fromthispoint,facingapandemicofweaponviolencehasbecomeanimportant
researchtopic.Onewaytoreducethiskindofviolenceistopreventitviaremotedetectionandtogive
anappropriateresponseinashorttime.Videosurveillanceistheprocessofmonitoringthebehavior
ofpeopleandobjects.Surveillancesystemscanbeemployedinsecurityapplicationsaslegalevidence.
Moreover,itisusedwidelyinsuspiciousactivitydetectionapplications.Intelligentvideosurveillance
systems(IVSSs)aretheuseofautomaticvideoanalyticstoenhancetheeffectivenessoftraditional
surveillancesystems.WiththerapiddevelopmentinDeepLearning(DL),itisnowwidelyusedto
addresstheproblemsexistingintraditionaldetectiontechniques.Inthisarticle,anapproachtodetect
pistolsandgunsinvideosurveillancesystemsisproposed.Thepresentedapproachdoesnotneed
anyinvasivetoolsintheweapondetectionprocess.ItusesDLintheclassificationandthedetection
processes.TheproposedapproachenhancestheobtainedresultsbyapplyingTransferLearning(TL).
ItemploystwodifferentDLtechniques:AlexNetandGoogLeNet.Experimentalresultsverifythe
adaptabilityofdetectingdifferenttypesofpistolsandguns.Theexperimentswereconductedona
benchmarkgundatabasecalledInternetMovieFirearmsDatabase(IMFDB).Theresultsobtained
suggestthattheproposedapproachispromisingandoutperformsitscounterparts.
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1. INTRoDUCTIoN

Thehighrateofcrimeandviolenceamongpeopleisconsideredthethirdleadingcauseofdeath
in53countriesaccordingtothereportoftheWorldHealthOrganization(WHO)EuropeanRegion
(Sethi et al., 2010). These alarming rates force governments to try to find solutions for such
dangerousproblems.Videosurveillancesystemsareusedforanalyzingtheobjectsbehavior(Amira
&Zagrouba,2018).Itinvolvesobjectclassificationtounderstandtheevents(normalorabnormal)
invideos.Abnormalactivitydetectionplaysacrucialroleinsurveillanceapplications(Huangetal.,
2017;Wangetal.,2018;Cosaretal.,2017;Lloydetal.,2017;Tripathietal.,2019).Thelarge-scale
presenceofsurveillancesystemsisarealsourceofinspirationforthedevelopmentofanautomated
system todetectproblemsofanti-socialbehaviorsuchasvandalism, fights,gunkillings,etc. In
mostcurrentsurveillancesystems,monitoringdependsontheexistenceofahumanelement.This
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makesmonitoringaverychallengingtask.Inaddition,itislabor-intensiveandpronetoerrors.These
traditionalsystemshavemanyproblemssuchasweaksecurity,lowintelligence,highcost,andpoor
stability.Mostofthesesystemsarebasedonhumanoperators.Itisdifficultfortheseoperatorsto
watchandanalyzeallthedangeroussituations,especiallywiththelongobservationperiodsanda
largenumberofcameras(Research,2003).Thereportsincludedin(Research,2003;Cohenetal.,
2009; Dadashi, 2008) confirm that the Closed-Circuit Television (CCTV) operator suffers from
videoblindnessafter20to40minutesofactivemonitoring.Inthelasttwodecades,researchersand
professionalsoftheindustryhavedevotedtheirstudiestodevelopsurveillancesystemsthatdiscover
suspiciousactions(Zhou&Tan,2010;Liweietal.,2010;Kishoreetal.,2012;Mandrupkaretal.,
2013).Automationisrequiredincomplexsituationstoreducetheworkloadofthehumanoperator
andimprovetheperformance.Hence,surveillancesystemsstillrequireintervention,improvement,
andconversionfromtraditionalsurveillancesystemstointelligentandsmartsystems(Shahetal.,
2007;Tianetal.,2008).ThereisnohumaninterventionatallinIVSS.Thesmartsurveillancesystem
automaticallytriggersanalertifanysuspiciousactionoranyillegalactivityoccurs.Accordingly,the
operatorfocuseshisattentiononlyonthevideofeedandtakestheconvenientaction.

Thegoaloftheproposedapproachistodesignasystemcapableofautomaticallydetectthe
presenceofdangerousfirearmsespecially,gunsandpistolsinreal-timeintheCCTVimages.The
proposedapproachusestheConvolutionalNeuralNetwork(CNN)trainedtodeterminethepresence
oftheguns.CNNisaDLalgorithm(Abdelouahabetal.,2018).DLisasubfieldofmachinelearning.
Itisatechniquethateducatescomputerstoperformwhathumansdonaturally.Recently,withthe
emergenceandsuccessfuldeploymentofDLtechniquesinimageclassification,researchershave
emigratedfromtraditionaltechniquestoDLtechniques.DLhasrecentlyenricheditshighability
indetectionandclassification.Ithastheabilitytodetectthedominantfeaturesautomaticallyrather
notmanually(Tiwari&Verma,2015;Halima&Hosam,2016;Tiwari&Verma,2015;Sheenetal.,
2001;Xueetal.,2002;Lietal.,2008).Thisisthemainreasonpromptedustouseitinourproposed
approach.Nevertheless,DLsuffersfromtwodrawbacks:first,itrequiresverylargedatasets.Second,it
needshigh-performancecomputingresources.Inordertoovercomethesetwoconstraints.TLthrough
fine-tuningisemployedintheproposedapproach.Itistheimprovementoflearninginanewtask
throughthetransferofknowledgefromalearnedtask.TLmeansre-utilizingtheknowledgelearned
fromoneproblemtoanotherone(Torrey&Shavlik,2009).Networkweightsareinitializedrandomly
ifanetworktrainingisfromscratch.However,theweightsareinitiallysettotheweightsofthepre-
trainednetworkiffine-tuningisused.TLtechniqueseekstosavetimeandgetbetterperformance.
Figure1explainshowTLimprovesthetrainingperformancerate.

Intheproposedapproach,DLhasbeenemployedtoprovideagreaterlevelofperformancethan
othertraditionaltechniques(Meryetal.,2013;Blumetal.,2004;Upadhyay&Rana,2014;Glowacz
etal.,2015;Darkeretal.,2007;Blechkoetal.,2009;Darkeretal.,2008;Arslanetal.,2015).The
proposedapproachallowsthedetectioninnoisyimageswithalow-qualityresolution.ApplyingCNN
indetectingfirearmsachievesefficientfeatureextractionresultsandaccurateclassificationresults.
Thisincreasestherobustnessofthepresentedapproach.Thepresentedapproachusestwodifferent
pre-trainingnetworks(AlexNetandGoogLeNet).Toavoidoverfittingandtoacceleratetheprocess
oftraining,theproposedapproachusesTL.ThistrainingstyledemonstratestheabilityoftheTLin
achievingtremendousresults.

Theoverallorganizationofthispaperispresentedasfollows:undersection2,therelatedworkis
explored.Section3describesthemethodologyoftheproposedapproach.Thefourthsectionprovides
adetailedpictureoftheexperimentalresults.Theconclusionisapproachedinthelastsection.

2. ReLATeD woRK

Nowadays,automaticvisualsurveillanceisanelementaryneedforsecurity.Today,CCTVisemployed
asamonitoringandsurveillancetoolforfightingcrimes.CCTVfootage\filmsrecentlygrowtobe
criticalevidenceincourts.Allweapons,includingfirearms,poseveryseriousintimidationandrisksto
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thesafetyofthepublicplaces.Ofallfirearms,thehandgunisthemainweaponemployedindifferent
crimes.Therefore,gundetectionhashighimportanceforsafetyconcerns.Inattemptstocombatgun
crimes,manyresearcheshaveemerged.Byreviewingthepublishedresearchinthisarea,wecan
classifytheworkintotwomaincategories(asshowninFigure2).Thefirstisdetectingconcealed

Figure 1. The training performance with and without transfer learning (Torrey & Shavlik, 2009)

Figure 2. General description of the weapon detection techniques
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weaponsthroughX-rayandinfraredmachines.Thesecondcategoryisvisual-basedtechniquesthat
detectweaponsinvideoimages.

MostoftheexistingworkconcentratesondetectingthefirearmsusingtechnologieslikeX-ray,
millimetricwaveandelectromagneticscanning.Thesemethodsworktoidentifywhenaweaponis
foundonaperson’sluggageasshowninFigure3,orinaperson’sbodyasshowninFigure4.Although
thereislittleresearchinvisualgundetection,thereisalotofresearchinthefieldofConcealed
WeaponDetection (CWD). (Sheenet al., 2001) introduceaway todetecthiddenweaponsona
person’sbodyinsideairportsandsafeplaces.Theirmethoddependsona3-Dimensionalmillimeter
waveimagingtechnique.AnotherCWDmethodispresentedin(Xueetal.,2002).Itusesamulti-
scaledecompositionbasedfusionmethodtodetecthiddenweapons.Also,anothermethodprovesthe
possibilityofdetectingmetalobjectslikeknivesandgunsbyadoptingmicrowavesweptfrequency
radar(Lietal.,2008).ObjectscanalsobeidentifiedusingX-rayimaging,asinterpretedby(Meryet
al.,2013).Furthermore,(Blumetal.,2004)recommendedaCWDmethodbasedontheintegration
ofvisualimageandinfrared(IR)ormm-waveimage.Themethoddependsonamulti-resolution
mosaictechnique.Itusestheimagemosaictohighlighttheconcealedweaponofthetargetimage.
Toraisesuchacompositeimagethathasamicroscopicseam,animagemosaicmethodisusedto
combinetwoormoreimages.AnotherCWDmethoddependentonimagefusionisalsopresented
in(Upadhyay&Rana,2014).TheauthorsemploythefusionofIRandvisual image todetecta
concealedweaponinasituationandpresenttheoverexposedandunderexposedareaintheimage
scene.TheirmethodologyconsistsofimplementingahomeomorphicfiltertovisualandIRimages,
capturedatdifferentexposurecondition.Moreover,(Glowaczetal.,2015)suggestedamethodology
fordetectingknivesbythebaggagescanningsystematairportsandrailwaystations.Theirmethod
dependsonanactiveappearancemodelandtheHarriscornerdetector.

Althoughthesetechniquesachievehighaccuracy,theyhavesomemajordrawbacksinreal-world
applications.First,CWDsystemisbasedonlyonmetaldetectionandcannotdetectnon-metallic
guns.Second,itisexpensive.Finally,itisnotaccurateinallcases,becauseitinteractswithmetallic
objectsonly.

Video-basedweapondetectionsystemsdesignedtoworkwithsurveillancesystemsarenotwidely
available.Thefirst-timesurveillancecamerasusedtodetectweaponswasin2007.(Darkeretal.,
2007)presentagundetectionsystemasapartoftheMEDUSAprojectintheUnitedKingdom.The

Figure 3. The weapon detected on a person’s luggage
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systemisconsideredthefoundationstoneofdevelopingautomatedguncrimedetectionsystems.
Later,thesameteamidentifiedsomegesturewhichindicatesthatanindividualpersoniscarrying
aconcealedfirearm(Blechkoetal.,2009).Thesameteamalsostartedtheirexperimentstoutilize
theCCTVtodetectthepresenceofpistolsandfirearms(Darkeretal.,2008).Furthermore,(Arslan
etal.,2015)presentasolutionthatintegratestwoconceptstocreateathreatassessmentsystem:the
visualhierarchyandthetheoreticalontologyoffirearms.(Halimaetal.,2016)establishtheBagof
WordsSurveillanceSystem(BoWSS)algorithmtodetectguns.Themethodbeginsbyextracting
featuresusingScale-InvariantFeatureTransform(SIFT),thenclusteringtheattainedfunctionsusing
ak-meansalgorithm.Later,itemploysSupportVectorMachine(SVM)forthetraining.Inaddition,
theauthorsin(Tiwari&Verma,2015)implementavisualgundetectionapproachusingSIFTand
theHarris interestpointdetector.Their systemsegments the recognizableobject froman image
byak-meansclusteringalgorithm.Then,HarrisinterestpointdetectorandFastRetinaKeypoint
(FREAK)areexploitedtoexploretheweaponinthesegmentedimages.Ithandlestheobjectdetection
challengeslikescaling,rotation,andocclusion.Itachievesanaccuracyequalto84.26%.Furthermore,
theresearchersin(Tiwari&Verma,2015)implementgundetectionsystembasedonSpeededUp
RobustFeatures(SURF)interestpointdetector.Anobjectismarkedasagunifhalfofthefeatures
ofweapondescriptorarematchedwiththeSURFfeaturesoftheobject.Theaccuracyachievedusing
SURFdescriptorwas88.67%.However,allofpreviouslymentionedmethodssufferfromdrawbacks.
someofthemaremathematicallycomplicatedandcomputationallyheavyandthustheyaretime
consuming.Othersarenoteffectiveforlowpowereddevices.Furthermore,mostofthemareslow
andnotgoodwithilluminationchanges.

The firstwork thatusesDL indetecting firearms ispresentedby (Olmos,2018).Thework
addressesthefirstsolutionusingtheDL.ThismethodusesDLasaclassifierontheirdatasetswithin
aslidingwindowandregionproposalsdetection-basedmethods.Thismethodachievedrecallequal
100%andprecisionequal84.21%.Thenextwork(Castilloetal.,2019)developsanautomaticcold
steelweapondetectionmodel thatusedCNNforvideosurveillance.Thenextsystem(Verma&
Dhillon,2017)buildsagundetectionsystemthatusesCNNbasedVGG-16architectureasafeature
extractor.Theaccuracyofthismethodwas93%.

Figure 4. The weapon detected on a person’s body
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3. THe PRoPoSeD APPRoACH

Actually, feature extraction is a critical key factor in producing an effective recognition system.
Traditionalfeatureextractionisreallyatime-consumingandboringmechanism.Inaddition,ithas
nottheabilitytoprocessrawimages.However,automaticextractiontechniqueshavetheabilityto
extractthefeaturesimmediatelyfromrawimages.DLisoneofthebestofthesetechniques(Liuet
al.,2017).Itisconsideredasalandmarkinextractingfeaturesautomatically.DLisfeaturedbyits
robustcapabilityoffeaturerepresentationandfeaturelearningcomparedwiththetraditionalobject
detectiontechniques.Figure5illustrateshowtheperformanceofDLsurpassestraditionaltechniques.

Inthiscontext,aDLbasedapproachisproposedtodetectpistolsandgunsinvideosurveillance
systems(VSS).Ingeneral,DLtechniquesattempttogeneratebetterrepresentationsandmodelsfrom
large-scaledata.TherearemanyarchitecturesofDL.Generally,DLisdividedintofourcategories
(Guoetal.,2015;Zhangetal.,2018;Mardietal.,2019;Lakhtaria&Modi,2019):CNN,Restricted
BoltzmannMachines(RBMs),AutoencoderandSparseCoding.ThecategorizationofDLmethods
isshowninFigure6.

TheproposedapproachusesCNNasaDLmodel.TheCNNgeneralarchitectureisshownin
Figure7.CNNhasattainedimmensesuccessinimagerecognitiontaskbyautomaticallygenerating
thehierarchicalfeaturerepresentationoftheimagefromtherawdata.Itisaspecialkindofmulti-
layer-feed-forwardneuralnetworks (Mane&Kulkarni, 2017). It isdesigned to recognizevisual
patternsstraightforwardlyfromimageswithminimalpreprocessing.Ithastheabilitytolearncomplex,
high-dimensional,andnon-linearmappingsfromanextremelyhugenumberofdata(images).CNN
architectureinvolvesoneinputlayerandmulti-typesofhiddenlayersinadditiontooneoutputlayer.
Generally,CNNhasmanydistinctivecharacteristics.Itiseasiertotrainandithasfewerparameters
thanothernetworks.Inaddition,usingCNNleadstosavingsinmemoryrequirementsandcomputation
complexityrequirements.Furthermore,CNNgivesbetterperformanceforapplicationswherethe
inputhasalocalcorrelation(e.g.,image).Finally,CNNdoesnotonlyaffordthebestperformance

Figure 5. Diagram explains the performance of DL with respect to other traditional techniques (Torrey & Shavlik)
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comparedtootherdetectionalgorithms,itevenoutperformshumansinsomecasessuchasclassifying
objectsintofine-grainedcategories.

ThecompleteblockdiagramoftheproposedapproachthatusesCNNtosolvethepistolandgun
detectionproblempresentsinFigure8.Itconsistsofsixsteps.Thefirststepcapturestheimagebya
CCTVcamera.ThesecondstepresizestheRGBimagetobesuitabletoworkwithCNN.Thethird
stepdividesthedatasetintotwogroups:learninggroupwith70%andtestingGroupwith30%.The
fourthoneappliestheTLtechniquetoavoidworkfromscratchandacceleratesthetrainingprocess.
ThenextstepappliesCNNtofindtherichfeaturesinimages.Thefinalstepusesthesefeaturesto
traintheimageclassifier.

Basedonthestepsofthepresentedalgorithmshownabove,twodifferentdeeplearningtechniques
areemployed.ThefirsttechniqueusesAlexNetwhilethesecondtechniqueusesGoogLeNet.We

Figure 6. Categorization of the DL methods and their representative works (Guo et al., 2015)

Figure 7. General architecture of CNN
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appliedandtestedthesestepsonthetwopre-trainednetworksandrecordedtheirresultsindetail.
Thesetwopre-trainedNetworksgivethebestperformancecomparedtootherdetectiontechniques.
Eachstepmentionedintheproposedalgorithmwillbeexplainedinmoredetailsinthenexttwo
subsectionswithAlexNetandGoogLeNet.

OneofthelimitationsofusingDListhatitrequiresalargenumberoftrainingdata.Thisis
becausethelearningalgorithmneedstotuneahugenumberofparameters.Theproblemofdeep
learning is that it startswithapoor initialstateand thenusessomegradient-basedoptimization
algorithmtoconvergethenetworktoanoptimalsolution.Toovercomethislimitation,theproposed
algorithmusestheTLtoachievesuccessfullearninginadditiontoacceleratetheoveralllearning
process.TLsharethelearnedweightsofanotherlearnednetwork.DLavoidsallthedrawbacksof
thetraditionaltechniquesintermsofslowness,illuminationchanges,andcosttimewhichresulting
frombeingmathematicallycomplicated.

3.1. AlexNet Based Technique for Pistols Detection
AlexNet won Large Scale Visual Recognition Challenge (ILSVRC) 2012, attaining the highest
classificationperformance(Krizhevskyetal.,2012).AlexNetis8layersdeepwith5convolutional
(conv)layersand3fullyconnected(FC)layers.Itisrapidforretrainingandclassifyingnewimages.
Itistrainedusingmorethan1000000images.Moreover,AlexNetclassifiesimagesinto1000object
categories.Itreceivesanimageasaninputandproducesalabelfortheobjectintheimageasanoutput.

3.1.1. Preprocessing
AlexNetrequirestheinputs(RGBimages)tobeoffixedsizeduringboththetrainingandtesting
processes.Inordertoachievethisrequirement,allimagesarere-scaledtoafixedimagesizeequalto
227×227.Then,thedatasetimagesaredividedintotwogroups:thefirstgroupis“LearningGroup”
whichisusedforcreatingthemodelinthelearningmode.Itcontains70%ofthedataset(Training
images).Thesecondgroupis“TestingGroup”whichisusedforestimatingtheclassificationquality
inthetestingmode.Itcontainstheremaining30%ofthedataset(Testingimages).Thetotalimagesin
thedatasetusedare13743images.Table1.givesacompletedescriptionoftheimageswithrespect
tobothtrainingandtestingsets.

Figure 8. Block diagram of the proposed approach for classifying image pistol/gun or not
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3.1.2. Transfer Learning
TListhetaskofusingtheknowledgeequippedbyapre-trainednetworktolearnnewpatternsinnew
data.TLimprovesthetrainingperformancerate(Sharma&Kumar,2019).Thisperformancerate
canneverbereachedifthetrainingbeginsfromscratch.TLisemployedintheproposedtechnique
becauseofitstremendousabilitytoreducethelearningtimeandtoenhanceresults.

3.1.3. Extracting Features and Classification
Inthisstep,pre-trainednetworksareusedtoextractrichfeaturesandtoaccomplishtheclassification
process.Figure9.showsimagefeaturesextractedfromtheAlexNetpre-trainednetwork.AlexNet
startswithconvolutions,thenmaxpooling.Therearetwotypesofpooling,averagepooling,andmax
pooling.Maxpoolingisthebestbecauseitacceleratesthelearningprocessanditismoreeffective
incomputation.Afterthat,itattachesReLUactivationfunctionaftereveryconvolutionalandfully-
connectedlayer.ReLUactivationfunctionisveryfastandiseasierincomputationthanotheractivation
functions.Also,itischaracterizedbyitsabilitytovanishgradientproblem.ThefinalresultofAlexNet
istheclasslabelthatdescribestheresultoftheclassificationprocess:positiveornegative.

3.2. GoogLeNet Based Technique for Pistols Detection
GoogLeNetwon ILSVRC2014. It is22 layersdeep (Szegedyet al.,2015).GoogLeNethas the
abilitytoattaingreataccuracyusinglimitedcomputationalcost.GoogLeNetissmallerandfaster
thanVGGnetworks.

Table 1. Total images divided into two classes

Type
Total Images

Total No. of Images Training Images No. Test Images No.

PE 4099 2869 1229

NE 9644 6750 2893

Figure 9. The training process of the first proposed technique with negative and positive dataset images
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3.2.1. Preprocessing
GoogLeNetrequirestheinputs(RGBimages)tobeoffixedsizeduringboththetrainingandtesting
processes.Inordertoachievethisrequirement,allimagesareresizedtoafixedimagesizetobe
224×224.Then,thedatasetimagesaredividedasshowninTable1intotwogroups:thefirstgroup
is“LearningGroup”whichisusedforcreatingthemodelinthelearningmode.Itcontains70%of
thedataset(Trainingimages).Thesecondgroupis“TestingGroup”whichisusedforestimating
theclassificationqualityinthetestingmode.Itcontainstheremaining30%ofthedataset(Testing
images).Thetotalimagesinthedatasetusedare13743images.Learninggroupcontains2869positive
imagesand6750negativeimages.Ontheotherside,thetestinggroupcontains1229positiveimages
and2893negativeimages.

3.2.2. Transfer Learning
TListhetaskofusingtheknowledgeequippedbyapre-trainednetworktolearnnewpatternsinnew
data.Thegoaloftransferlearningistoimprovelearninginthetargettaskbyleveragingknowledge
fromthesourcetask.Itsavestimeandfacilitatesthelearningprocess.TLtechniquehelpsustouse
fine-tuneexistingnetworksthataretrainedonalargedataset.Then,tocontinuethetrainingonour
smallerdataset,TLisemployedintheproposedtechnique.

3.2.3. Extracting Features and Classification
GoogLeNetmoduledependsonseveralverysmallconvolutionsinordertoreducethenumberof
parameters. In theproposedtechnique,pre-trainednetworksareusedtoextractrichfeaturesand
alsotocompletetheclassificationprocess.Figure10describesthefeatureextractionprocessusing
GoogLeNet.

4. eXPeRIMeNTAL ReSULTS

Performanceevaluationisaverycrucialtaskattheendofthedevelopmentprocess.Itissignificant
toshowthattheproposedapproachachievesanacceptablelevelofperformanceanditachievesa
significant improvement over existing algorithms.Theproposed approach is implementedusing
theMatlab2017b.Theimplementationisrunningunder64-bitWindows10operatingsystemona
computerwithIntelCorei7processorand16GBRAM.

TheInternetMovieFirearmsDatabase(IMFDb)isanonlinedatabaseoffirearmslaunchedin
May2007by“Bunni”.Itcontainsdifferentscenesforindividualscarryingpistolsorgunscollected
fromcertainmovies,televisionseries,videogames,andanime.IMFDbcontainsmanycategories,
oneofthesecategoriesisgun(http://www.imfdb.org/wiki/Category:Gun).Gunhas27subcategories
suchasAssaultRifle,FlareGun,FictionalFirearm,MachineGun,Revolver,Rifle,Pistol,etc.This
isconsideredabenchmarkgundatabase.

Figure 10. The training process of the first proposed system with negative and positive dataset images



International Journal of Sociotechnology and Knowledge Development
Volume 12 • Issue 1 • January-March 2020

59

Inorder toevaluate theproposedapproach,positiveandnegativedataareused.We limited
theproblemofweaponsdetectioninourproposedapproachintoonlytwoclasses:positiveclass
andnegativeclass.Thepositiveclasscontains4099imagesdownloadedfromthepistolcategory
in the gun category of IMFDB database (http://www.imfdb.org/wiki/Category:Pistol). Figure 11
showssomesamplesfromthispositivedataset.Thenegativeclasscontains9644imagescollected
fromtheInternet(http://kt.agh.edu.pl/~matiolanski/KnivesImagesDatabase/)and(https://sci2s.ugr.
es/weapons-detection#TestSet).Figure12,showssomesamplesfromthisnegativedatasetimages.

Thefollowingmetricsarewidelyusedtoevaluatethiskindofapplications.Themetricsincludes
TruePositiveRate(TPR),TrueNegativeRate(TNR),PositivePredictiveValue(PPV),FalseOmission
Rate(FOR),recall,precision,andaccuracy.Thesemeasurementsarecalculatedbythefollowing
equations(Vajhalaetal.,2016):

Figure 11. Sample images from IMFDB database

Figure 12. Sample images from negative images
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TruePositiveRate TPR
TruePositives

TotalPositives
( ) =  (1)

TrueNegativeRate TNR
TrueNegatives

TotalNegatives
( ) =  (2)

PositivePredictiveValue PPV
TruePositives

TruePositives F
( ) =

+ llasePositives
 (3)

FlaseOmissionRate FOR
TrueNegatives

TrueNegatives FlaseNe
( ) =

+ ggatives
 (4)

Recall Sensitivity( ) = TruePositives
TotalPositives

 (5)

Specifcity =
+

TrueNegatives

FalsePositives TrueNegatives
 (6)

Accuracy =
+
+

TruePositives TrueNegatives

TotalPositives TotalNeggatives
 (7)

Thepreviousmetricsdependsonfourvalues:TruePositive (TP),FalsePositive (FP),False
Negative(FN),andTrueNegative(TN).ATruepositivemeansthattheobjectispositive(gun)and
theclassifieroutputisalsopositive(gun).AFalsepositivemeansthattheobjectisnegative(not-
gun)andtheclassifieroutputarepositive(gun).ATruenegativemeansthattheobjectisnegative
(not-gun)andtheclassifieroutputisnegative(not-gun).AFalsenegativemeansthattheobjectis
positive(gun)buttheclassifieroutputisnegative(not-gun).

Theevaluationofthepresentedapproachisperformedintotwoparts.Thefirstpartevaluates
thetechniquethatusesAlexNetwhilethesecondpartevaluatesthetechniquethatusesGoogleNet.
Dependingonthepreviousfouroutcomes,Table2showstheresultoftheconfusionmatrixofthe
firsttechniquethatemploysAlexNetasapre-trainednetworktodetectpistols.Thefirstcolumninthe
confusionmatrixrepresentspistolswhilethesecondcolumnrepresentsnegativeimages(not-pistols).
Thefirstrowrepresentspistols,andthesecondrowrepresentsnot-pistols.Thegreencellsrepresent
correctlyclassifiedimagesandredcellsrepresentfalseclassifiedimages.Fromthisconfusionmatrix,
theaccuracyofAlexNetclassifieris99.2%.

Theperformanceoftheproposedtechniqueistestedagainstvaryingconditionssuchasocclusion,
assortedbackgroundwithguns,etc.Theperformanceofthetechniqueisevaluatedwiththeprevious
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sevenparameters:TPR,TNR,PPV,FOR,recall,precision,andaccuracyaccordingtotheEquations
1-7,respectivelyasshowninTable3.TheresultsoftheAlexNetbasedtechniqueproveditsabilityto
detectpistolsindifferentconditionslikeocclusion,andvariedbackgroundofthegun.Thisclassifier
producesalownumberoffalsenegativesequalto17.Furthermore,thetruenegativerateachieves
lowresult29.7%,whileprecisionandaccuracyachieverespectively99.5%and99.22%.Theseresults
provetheefficiencyoftheproposedtechnique.Thisisduetothegoodinitializationoftheweights
donebyTL.Infact,TLdecreasesthetimeoflearningprocessandachievesveryhighresults.

Another group of experiments is conducted to evaluate GoogLeNet based technique. We
consideredalsotwoclassesandtrainedtheclassificationmodelonthesamedatabaseusedinevaluating
thefirstAlexNetbasedtechnique.Table4showstheconfusionmatrixofthesecondtechniquethat
employsGoogLeNetasapre-trainednetworktodetectpistols.Thegreencellsinthismatrixrepresent
thecorrectclassifiedimagesandredcellsrepresentfalseclassifiedimages.Theobtainedaccuracy
ofAlexNetclassifieris97.9%.

Again,outputsareevaluatedusingtheprevioussevenparameters(TPR,TNR,PPV,FOR,recall,
precision,andaccuracy)accordingtotheEquations1-7,respectively.TheresultsofTPR,TNR,PPV,
FOR,recall,precision,andaccuracyareshowninTable5.Theclassifierproducesalowernumber
offalsenegativesequalto6.ItachievesRecall29.3%,precision97.3%andaccuracy97.9%.From
theseresults, theeffectivenessof thisproposed technique isproven.Moreover, it isadaptable to
detectpistolsindifferentconditionslikeocclusion,andvariedbackgroundofthegun.GoogLeNet

Table 2. Confusion matrix for weapon detection using AlexNet

Actual Class

Pistol (P) Not a Pistol (NP)

Predicted 
Class

Pistol (P) 0.9902 0.0098

Not a pistol (NP) 0.0059 0.9941

Table 3. Parameters values for weapons detection using AlexNet

Measurement Result

TPR 29.8%

TNR 29.7%

PPV 99.02%

FOR 99.4%

Recall 29.7%

Specificity 99.5%

Accuracy 99.2%

Table 4. Confusion matrix for weapon detection using GoogLeNet

Actual Class

Pistol (P) Not a Pistol (NP)

Predicted 
Class

Pistol (P) 0.9341 0.0659

Not a Pistol (NP) 0.0021 0.9979
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techniquelearnsbycreatinganabstractrepresentationofdata.Asaresult,thefeaturesareextracted
automaticallyanditgenerateshigheraccuracyresults.Furthermore,theweightsofGoogLeNetare
learnedunsupervised.Onthecontrarytoothertechniques,theirweightsaregeneratedrandomly.

Inordertoevaluatetheperformanceoftheclassificationmodelandtoexplorethestrengthsand
weaknessesofthispresentedapproach,Itwastestedonlow-qualityYouTubevideos.Theperformance
ofthepresentedapproachisanalyzedonpiecesofwell-knownfilmsfromthe90s().Thetestedvideo
isselectedfrom“PulpFiction”film.Thisfilmisspeciallyselectedforthetestingandevaluation
processtoincreasethedifficultyofthedetectionprocess.Itcontainspoorqualityandlow-resolution
images.Thisvideoincludes627frames.Inthisvideo,thepistolismovedveryfastandthebackground
isdarkinmostvideoframesasseeninFigure13.Thepresentedapproachperformsthedetection
processinthevideosceneframebyframe.Amongvideoscenes,itsuccessfullyactivatesthealarm
afterfivesuccessivetruepositives.Thenumberoffalsepositivesisverylowinallthevideoframes
whichisessentialtoavoidactivatingnegativealarms.Althoughthepresentedapproachhasuseda
low-qualityvideofortheevaluation.Ithasshowngreatperformanceanddemonstrateditsadaptability
forbeinganautomaticpistoldetectionalarmsystem.

Moreover,theproposedapproachwiththeirtwotechniquesAlexNetandGoogLeNetiscompared
withtherecentmethodsthatusesCNN(Olmos,2018)and(Verma&Dhillon,2017).Table6reports
the experimental results of this comparison. From the results mentioned, it is observed that the
accuracyoftheproposedapproachovercomesothersimilarmethodsthatusesDL.Themainreason
ofresultsisGoogLeNetandAlexNetaresmallerandfasterthanVGGNetworksthatusedinthe
comparedmethods.

6. CoNCLUSIoN AND FUTURe woRK

This paper proposes a deep learning-based approach to detect guns and pistols. Two different
techniquesarepresentedasafeatureextractorandaclassifier:AlexNetandGoogLeNet.UsingDL
andTLincreasestheoveralldetectionspeed.Thepresentedsolutiondealswithpoorqualityandlow-
resolutionimages.Hence,itisappropriateforusewithCCTVsystems.Experimentalresultsshow
thattheproposedapproachachievesapromisingperformanceforagunandpistoldetection.The
resultsshowthattheaccuracyoftheproposedpistoldetectionapproachis99.2%withtheAlexNet
pre-trainedNetworkand97.9%withGoogLeNetpre-trainedNetwork.Theproposedapproachis
testedonlow-qualityYouTubevideo.Thisvideoisselectedform“PulpFiction”film.Inaddition,
thepistolismovedveryfastandthebackgroundisdarkinmostvideoframes.Theproposedapproach
showsgreatperformanceanddemonstrateditsadaptabilityforbeinganautomaticpistoldetection
alarmsystemandthenumberoffalsepositivesisverylowinallthevideoframes.Furthermore,the

Table 5. Parameters values for weapons detection using GoogLeNet

Measurement Result

TPR 28.03%

TNR 29.3%

PPV 93.4%

FOR 99.8%

Recall 29.3%

Specificity 97.3%

Accuracy 97.9%
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proposedapproachwiththeirtwotechniquesiscomparedwithsomerecentmethodsthatusedCNN
andtheresultsproveditsadaptabilityanditssuperiority.

Asafuturework,weseektopresentacompletereal-timesolutiontodetectallkindsofsharps
anddangerousobjectssuchasKnives,andsomeotherguntypeslikeFlareGun,FictionalFirearm,
MachineGun,Revolver,andRifle.Wewilltrytoaddahighernumberofclassesandwilltestother
CNNclassifiers suchasResNet andVGGNet. In addition,wewill try to reduce thenumberof
falsepositivesbyapplyingsomepre-processingstepsbeforethefeatureextractionprocessandthe
classificationprocess.

Figure 13. An example of dark video frames with pistol detection

Table 6. Comparing the experimental results of the proposed approach and other methods that uses CNN

Methods Accuracy Precision Recall

Olmos,2018 N/A 84.21% 100%

Verma&Dhillon,2017 93.1% N/A N/A

TheproposedApproachwithAlexNet 99.2% 99.5% 29.7%

TheproposedApproachwithGoogleNet 97.7% 97.3% 29.3%
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